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Connect Security to Your Business 
with McAfee ePO

Centrally manage enterprise security
•	Open framework unifies security 

management for systems, applica-
tions, networks, data, and 
compliance solutions 

•	Extensible platform integrates   
with and leverages your existing         
IT infrastructure

Take action with confidence
•	Comprehensive views of your security 

status and threats—both external 
and internal—provide the insight 
you need, when you need it to 
proactively address security issues

•	Actionable dashboards with 
advanced queries and reports 
shorten time from insight to 
response

•	Rogue system detection identifies 
unknown assets on your network so 
you can bring them under control

Today, more than ever, IT organizations are taking 
a strategic approach to security—consolidating 
security portfolios to reduce complexity, investing in 
next-generation technologies to improve protection, 
and integrating with existing IT assets to streamline 
processes. McAfee ePO software enables tens 
of thousands of customers to centrally manage 
security, achieving dramatic efficiencies.

Extensible Workflows Streamline Security   
and Compliance Processes
McAfee ePO software allows IT administrators 
to unify security management across endpoints, 
networks, data, and compliance solutions from 
McAfee and third-party solutions. McAfee ePO 
software provides flexible, automated manage-
ment capabilities so you can identify, manage, 
and respond to security issues and threats. You can 
define how McAfee ePO software should direct 
alerts and security responses based on the type and 
criticality of security events in your environment, 
as well as create automated workflows between 
your security and IT operations systems to quickly 
remediate outstanding issues. As a result, you save 
time and money—with a more effective security 
program. McAfee ePO software helps you drive 
down the cost and complexity of managing security.

Automatic and simplified workflows:

•	 Streamlined installation, guided configurations, and 
quick-start deployment capabilities help you secure 
your environment quickly—and keep it secure

•	 Automated policy assignment, task scheduling, 
and incident responses deliver rapid mitigation 
capabilities

•	 Automated communication within and between 
endpoints, networks, data, and compliance 
solutions reduces security gaps and management 
complexity

•	 Rogue system detection identifies unknown 
assets that gain network access, enabling faster 
mitigation and increased protection

•	 Customizable report templates, personalized 
for diverse audiences with run-time parameters, 
reduce report development time

•	 The new web application programming interface 
(API) allows you to more fully leverage existing 
enterprise assets and streamline workflows to 
enhance efficiencies and simplify compliance 
efforts

Administrators can configure McAfee ePO soft-
ware to their environment, delivering customized, 
actionable dashboards in a drag-and-drop 
environment supported by automated reports 
and workflows.

McAfee ePolicy Orchestrator
Security management software for systems, networks, data, and 
compliance solutions

McAfee® ePolicy Orchestrator® (McAfee ePO™) software, the foundation of the 
McAfee Security Management solution, unifies management of endpoints, networks, 
data, and compliance solutions. More than 45,000 customers use McAfee ePO 
software on nearly 60 million nodes to manage security, streamline and automate 
compliance processes, and increase overall visibility across security management 
activities. With its scalable architecture, fast time to deployment, and ability to 
support enterprise systems, McAfee ePO software is the most advanced security 
management software available.
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Achieve end-to-end visibility:

•	 A unified point of reference for enterprise 
security enables you to quickly identify and 
understand relationships between security  
events throughout your environment

•	 A personalized web console provides flexibility   
for managing enterprise-wide security

•	 Advanced charting, flexible query capabilities, 
and support for querying external data offers   
at-a-glance understanding of complex issues

•	 Actionable dashboards with drag-and-drop  
allow you to include custom URLs

Enterprise-Class Architecture Dramatically 
Reduces Costs with Proven Scalability
As the industry’s most scalable security manage-
ment software, McAfee ePO software reduces 
both operational and capital costs of security 
administration. McAfee ePO software allows 
enterprises to manage hundreds of thousands 
of devices and security information, across both 
on-premises and SaaS deployments, with a single 
server, dramatically reducing costs associated with 
enterprise deployments. The scalable architecture 
and performance enhancing capabilities of 
McAfee ePO software help reduce bandwidth 
costs and ensure reliability of the management 
infrastructure.

Scalability features include:

•	 Highly scalable server reduces infrastructure and 
maintenance costs 

•	 Agent handlers allow management of endpoint 
systems, even when disconnected from the 
network

•	 New repository replication methods reduce 
bandwidth consumption to make more efficient 
use of slow-speed WAN links

•	 Policy sharing across servers and roll-up reporting 
reduce administrative overhead

•	 Flexible policy administration supports complex 
environments

•	 Comprehensive reporting and analytics across 
on-premise and SaaS security information

For more information on McAfee ePO software, 
visit: www.mcafee.com/epo.

 

Figure 1. McAfee ePO’s drag and drop dashboards enable users to monitor their security infrastructure at a glance.

Connect Security to Your Business 
with McAfee ePO (continued)

Reduce complexity and         
streamline processes
•	Guided configuration, automated 

work stream, and predefined dash-
boards make getting started a snap

•	Tag-based policy assignment precisely 
targets assignment of predefined 
security profiles to systems based on 
their business role or at-risk status

•	Task catalog and automated 
management capabilities streamline 
administrative processes and reduce 
overhead

•	A single web interface aligns security 
processes for maximum visibility. 
A single agent reduces the risk of 
endpoint conflicts.

Scale for enterprise deployments
•	Enterprise-class architecture supports 

hundreds of thousands of devices on 
a single server

•	Supports complex and hetero-
geneous IT environments

•	Enterprise reporting across on-
premises and Security-as-a-Service 
(SaaS) security information


